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Sudden Emergence of Work from Home Environment Caused by the Pandemic
- Challenges / Risks
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Rapid Operations Delivery Model Inversion

Pre-COVID Operating Environment

Hardened end-points in secure Offshore Delivery Cenlars
(ODC) accessible for sarica delivery only 1o employesas
belonging to a particular cliend program

Mo access ko dala slorage and transmilling devices for
emplovess in the operaling environmant

Access lo client applications only through secure and high
bandwidith MPLS connection o client dala centers. IP
whilelisting at the client data center for in-bound
connettions for our employaes

Highly regulated access to the internel through a secure
proxy solulion and highly restricted amail access and
sanding righl for employoos

Internal systems nol reachable from the internet and
protecied by layers of security

Highly suparvised environmant with electronic and manual
oversight

Waell dessgned system logging, cormelation and analytical
routings for early breach detection
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Post COVID Operating Environment

Secure ODCs were closed ovemnight due o govermmeant
enforced lockdowns in mast geographies and almost
simultaneously

Requlations exsled thal disallowed | disincentivized WFH
in soma geographies

Crperational delivery modals involved using hardened nan-
porable computing devices (deskiops)

Employvess able lo access syslems and data in an
unsupenised emdronmeant

Most employees did not have high-spead intarnet
connections (>10Mbps) at home nor the infrastructure for
home working, including stable power supply

Access had o be enabled to clien! application systems
thraugh using the internat and not throwgh secura MPLS
circuils

Cwir IT archilecture was designed for secure in-premise
service delivery model and not for a WFH envirenment



Key Success Factors — Enabling WFH at scale during a pandemic

1. Strong Business Continuity programs — enabled for early tracking of the COVID-19 oulbreak and advance planning
2. Stakeholder transparency — ensure that all stakeholders understand residual risks appropriately in 2 WFH environmeni

3. Carry forward as many technical security controls existing in the in-premise end-point architectura deployment when archilecting
for remole working solubions. Add securily to allow for secure remote engagement with client systems (VPN + MFA, ZT, DLP, VMDR
elc).

4, Balance between security and other risks —remote working environment for most organizations was borne out of crisis and not
straleqy. A difficuli balance had o be drawn batween securily and operabilily while maxing oul our monitoring conbrols

5. Employee training assumed even more importance in a remole working environment where F2F leam messaging is nol possible.
Humans are the weakest link in the information security chain

6. Enabling infrastructure at home (intermet and power) assumed fremendous impodance from user experience as well as enabling
infarmatiaon security.

7. Design log captune and correlation analysis for now syslems as they an inroduced into the Hybrid Tech Modal architeciune Tor
supporting the security monilaring activites

8. Strengthen your SOC - An organization s most susceptible 1o attacks during a crisis as has been visible in the cument environment,
Integrate multiple threat intelligence feeds thal provide fimealy inpuls for corretation of threat evenls in a distribuled oparating
anvironmant and allow for evasive action 1 be taken,

8. Lastly, Architect for the fulura - a Hybrid Tech Model 1o support multiple combinations of workspace / workers (in-premise /
hybtrid agents and full-time employees [ part tima subject matier experis)
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